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IN BRIEF

Since the invention of the tele graph,
financial transaction settlement has
had a problem: how do you transact
business at a distance when the sim-
plest wa y to execute, clear and settle
a transaction is with an exchan ge of
bearer certificates?

Our current system of so-called ‘book-entry’ trans-
action settlement was invented in order to handle the
problems caused by remote transaction execution
and the subsequent need to physically exchange
bearer certificates for settlement.  We now have the
means to return to ‘digitally encoded’ bearer settle-
ment with a three orders of magnitude cost saving.

Soon enough, the era of book-entry settlement, our
way of representing money as offsetting debits and
credits exchanged between the two parties of a trade
through a hierarchy of trusted intermediaries, will be
over.

I think that the social and economic impact of the
new alternative to book-entry settlement, digital
bearer settlement, will be quite large, because, at the
root of the status quo’s book-entry transaction proto-
cols is the need to involve government and regula-
tion at the most intimate levels.  Essentially, ‘...and
then you go to jail’ is the penultimate error-handling
step in a book entry transaction.

In the old days, before telegraphy, most financial
transactions were done by trading bearer certificates,
or tokens, of one form or another.  Exchanging cash
for a bearer bond would be a good 19th century
example.  Even trading bearer forms of equity was
trivial and instantaneous: the offer, the acceptance of
the offer, and the settlement of the transaction oc-
curred almost all in one operation.

With the advent of telegraphy and eventually tele-
phony, it was possible to make the offer and accept
the offer at a distance, but settlement had to wait
until bearer certificates were physically relocated,
sometimes over long distances and then exchanged.
After all, you couldn’t very well send them over a
wire.

The solution was to move all the certificates to a
central trusted location, called a clearinghouse, and
for the trading parties to swap debits and credits
between themselves and the clearinghouse.  It’s
pretty apparent that having the certificates physically
locked down in the clearinghouse’s vault becomes
superfluous in such a scheme, because what really
matters is the impartial arbitration of the clearing-
house in the case of a transaction dispute.  All except
for one thing.  If someone lies or reneges on a book
entry transaction, there isn’t much that the other two
parties can do except bar them from trading, which,
of course, works in bearer certificates, but not nearly
as well in book-entry settlement.

So, we need several things to cope with non-
repudiation in book-entry settlement.  First, we need
the ability to determine who physically made what
book-entry so we can find them and send them to jail
for fraud if necessary.  That’s because book entries
are inherently unstable, insecure, digits sitting in a
database somewhere.  Many people in Asia are

• • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • •

I-equity

familiar with commodities and derivatives traders
who were capable of hiding fraudulent book-entries
for long enough periods of time to bring down their
respective firms, for instance.  In cryptography we
call this an authentication problem.

So, besides authentication of the book-entries
themselves, we need to secure the links between
various charts of database accounts, first by authen-
ticating the users of those electronic links, originally
with passwords, then with cryptographic keys and
signatures, and now with some combination of bio-
metrics (finger or retinal prints, say) and digital
signatures.  And, second, by actually encrypting the
links themselves so that no one can see what they are
even if they can’t change the authenticated data
without someone noticing.

Sorry for the long-winded explanation, but it’s
long-winded stuff, as most people who clear trades
on the net for a living will tell you.  Anyway, for all
intents and purposes, you now know everything
there is to know about the guts of electronic com-
merce on the Internet.  When you punch your credit
card number into a secure web page, pretty much all
of the above happens, plus or minus the retinal scan.

However, all this stuff about moving book-entries
down encrypted pipes on the internet, including the
much-heralded SET protocol for credit cards, is so
much financial ‘shovelware’.

Fortunately, there is much more that can be done
with financial cryptography.  There’s a whole string
of cryptographic protocols out there, beginning with
David Chaum’s blind digital signature patent in the
middle 1980’s.  You can actually create unique
digital objects which can’t be forged if you handle
them right (if you only exchange them on-line, for
instance).  You can attach any arbitrary financial
value you want to these cryptographically secure
objects as long as everyone else agrees with you,
and, most important, you honor your agreements
concerning their exchangeability into some other
financial instrument.  So, I call these objects ‘digital
bearer certificates’, after the paper bearer certificates
of yore, which I claim these crypto-blobs behave
like, more or less.

The fun part comes when you actually start to
trade these things.  The first thing you notice is that
they settle instantly.  I give you digital cash certifi-
cates, you give me digital bearer bond certificates.
Trade over. Elapsed time, thousandths of a second.  I
can turn right around and take that bearer bond and
sell it again, if I want.  More to the point, I don’t
have to wait for my broker work out how to move
my money to your broker through the clearinghouse,
for their banks to arrange to pay each other, all of
which takes days and costs lots of money.  The cost
of your on-line Schwab or E-trade transaction could
move from being measured in dollars to somewhere
in the sub-penny range, and probably less over time.

Actually, these aren’t account based protocols at
all.  So there ain’t no Schwab, or Merrill Lynch, or
Morgan Stanley, required.  Well, not completely
true.  You still need financial intermediaries, no
matter how small, to ‘rent’ reputation to a given
transaction.

As far as non-repudiation goes, I know that what
you gave me is real because I can test it with the

(Continued on page 15)

Price
Waterhouse
sees I-
commerce
growth
Price Waterhouse
predicts a massive
increase in business
conducted via the
Internet.  Between
1996 and 1997,
business-to-business
trade doubled every
6 months and this is
accelerating to
double every 3 to 4
months in 1998.  By
2002, the value of
goods and services
traded via the
Internet will increase
to $434 billion.’
www.pw.com
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issuer.  You can do the same thing.  It’s so trivial
that I equate the act with the physical inspection
each of us does, unconsciously or not, when we’re
handed a piece of cash.  If I don’t like what I ‘see’
(determined by the calculation of the cyptographic
protocol, of course), I don’t trade with you.  I’d say
it’s much better than detecting fraud after the fact,
finding who made the offending book-entry, and
apprehending, trying, and jailing the miscreant.
Frankly, I’d go one further and say book-entry
settlement is so complicated and unwieldy that the
only reason we have book-entry settlement now is
because we couldn’t shove paper down a wire back
when telegraphy was invented.

Finally, there’s no real recordkeeping of transac-
tion logs with digital bearer settlement.  Like a pile
of cash, you count it up, and that’s what you have.
There is no need for seven years of audit trails at up
to six different transacting parties because you don’t
have to hunt someone down and send them to jail
for reneging on a trade before it settles, and more
frequently, to prove you’re innocent should you be
suspected of something untoward.  You don’t need
a lawyer or an accountant to keep you out of jail at
tax time for making the wrong book entry some-
where.

In fact, you don’t care who gave you what money
as long as they’re happy with what you gave them in
exchange for it.  Reputation becomes the most
important thing there is, because damaging some-
one’s reputation is your only recourse in a world
where your digital signature is your only identity.
The threat of blackballing is in fact a very effective
fraud deterrent, and once a digital reputation is
trashed, it takes time and higher transaction risk
premia to build a new one.  To quote J.  Pierpoint

(Continued from page 14) Morgan on the subject, ‘I wouldn’t buy anything
from a man with no character if he offered me all the
bonds in Christendom.’

Once we get to digital bearer bonds, stocks, and
derivatives thereof, the world starts to change con-
siderably.  However, I still claim that reality is not
optional.  If you reduce the cost of settling a transac-
tion to effectively zero (okay, past the last basis
point but not zero), then the financial markets are
going to figure out how to use the technology.  Not
only is it cheaper, but by being cheaper, it allows for
smaller and smaller publically held entities.  And
automated financial intermediaries.  The asset sizes
of various trades could get much smaller, but, in
addition, I claim, that because trading of financial
instruments can happen so quickly, efficiently, and
by so many self-interested actors, it’ll probably be
the way money is raised for very large security
issues and for very large projects. Maybe Intel’s
inevitable $10 billion chip fab, for instance, will be
floated into a market ‘swarm’ of financial intermedi-
aries.  Microintermediation, instead of disintermedi-
ation, in other words...

Okay.  I’ve now walked you up the edge of the
abyss, and pushed you over the cliff, and, you’ll
notice, you didn’t get hurt at all.  That’s important to
think about, because sometimes being quantitatively
cheaper has qualitative effects, but, for modern soci-
ety at least, the future is no different from the past,
except that we’ve figured out how to live better.  I
expect if we can blow the doors of the cost of
financial services with digital bearer settlement, the
world will be a much better place to live in, indeed.

Robert Hettinga is the CEO of the Shipwright De-
velopment Corporation, in Boston MA
Email: rah@shipwright.com

Visa s peeds
switch to
smart cards
Visa International
has reorganised its
management team in
order to speed a
massive migration to
chip-bearing smart
cards over the next
five years.
According to a Visa
source the first Java-
based smart cards
will hit the market in
Europe this summer.
Visa’s new Central
Approval Authority,
or CAA, is expected
to be fully in
operation by
midyear.  It will
provide vendors
with a  approval
process.

E-Finance Forum
Thursda y 28th May 1998, 7 pm

London Business School,
Sussex Place,
Regent’s Park

London NW1 4SA

Speaker: Guy Knight, Director, Charles Schwab Europe

Guy Knight joined Charles Schwab Europe (formerly ShareLink), the UK’s largest
execution-only brokerage, at the beginning of 1996 as Marketing Director, subsequently
becoming Vice President and Head of European Communications.  He is an executive board
member of the company.

He will talk about the Schwab e-trading story, the keys to success in this arena, tour parts of
the site including web trading and discuss the key issues facing finance companies using the
web.

The talk will last for approximately 45 minutes, followed by questions, discussion and a
reception with the speaker in the Executive Common Room.

——————————————————————————————————

Anyone can attend, but there is a £10 charge.  Please register with Tracey Croft at the
London Business School (tcroft@lbs.ac.uk), Alumni Office, Sussex Place, Regent’s Park,
London NW1 4SA.

  The E-Finance Forum is organised by Duncan Goldie-Scot of FT Virtual Finance Report
with support from Emma Caseley, Director, LBS Alumni Association (ecaseley@lbs.ac.uk).
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This is the first of a series of articles
Duncan Goldie-Scot has commis-
sioned me to write on the future of
financial technolo gy in an a ge of
ubi quitous internetworks, Moore’s
law, and stron g financial cr yptogra-
phy.

I’m calling this series The Geodesic Market, in the
spirit of a ‘popular’ book I’ve in the works named,
oddly enough, Beyond Civilization: Life in a
Geodesic Society.  Actually, the core technology
we’re going to talk about is a group of financial
cryptographic protocols I have termed digital bearer
transaction settlement, which is the title of another
book I’m working on.

When I was a teenager in the 70’s, my best friend
Jeff Blanton and I zealously devoured all of Stewart
Brands’ Whole Earth ‘Domebooks’.  Back in 1974,
when capitalism was the farthest thing from our
mildly drug-addled minds, who would have thought
that ‘Bucky’, R Buckminster Fuller, the greatest
designer since Leonardo, we thought, had discov-
ered not just an easy way for freaks like us to build
cheap housing and squat on someone else’s land, but
that he had actually discovered the way that society,
mapped as always
to our communi-
cation topologies,
would look in the
not too distant fu-
ture.

B uckmins te r
Fuller, for all his
latter-day at-
tempts to solve
global resource
allocation by
good old fashioned top-down hierarchical industrial
centralism, might not have imagined that the eco-
nomics of semiconductor switching on telephone
networks would eventually create giant, decentral-
ized, capital markets.  Markets so powerful that they
would make the most out-of-control, rapacious 19th
century industrial trust look like the most bucolic
feudal guild.  On a feast day.  With their feet up.
Capital markets operating on a network topology
almost identical to the geodesic structures my friend
and I were all so enamored with back in the days of
the Allman Brothers, Levi’s Big Bells, and ubiqui-
tous low-yield psychochemicals.

Even more ironic, you and I are going to raucously
cheer these new geodesic markets on, as they surfact
large concentrations of financial information and
capital into fractally smaller and smaller bits, mi-
crointermediating it all like so much grease in soapy
dishwater, in an instantaneous transnational market
for capital.  We’re going to cheer these new markets
on because they’re going to make us so damned
much money.

Economic inevitabilit y
These market will operate, finally, under the control
of economics, instead of the confiscatory ‘policies’
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Going digital

of aristocrats or nation-states.  Nation-states will
eventually be as ceremonial as modern-day constitu-
tional monarchs.  Like the way physics and philoso-
phy got out from under theology at the end of the
dark ages, economics will no longer be the hand-
maiden of politics in a geodesic market.

The fun part is, it’s inevitable.  It will come from
the collapse of microprocessor prices, the 50% de-
cline every 18 months that is Moore’s ‘Law’, more
an observation of the human ability to learn than any
physical law.  The geodesic market will come from
the ubiquitous geodesic internet those prices create,
and, in a remarkable reversal of history, a re-
emergence of the kinds of transaction settlement
methods thought to be killed by the telegraph, and,
ironically, mainframe batch computing.

A geodesic market will use digital bearer transac-
tion settlement protocols, perfect pseudonymity, and
reputation sanction on ubiquitous public networks,
instead of book-entry settlement, audit trails, and la,
on the closed, private networks that we now have.

Stunning?  Outrageous?  Preposterous?  Before
you click away in disgust, remember we only have
what we use now because it was cheaper than what
we used to use.  Hence you and I don’t go down to a
bunch of merchants in the City to trade paper cash
for paper shares anymore.  I am perfectly serious.
With financial cryptography and digital bearer trans-

action settlement,
we can do perfectly
safe, rational busi-
ness on the internet
without lawyers.
Or, for that matter,
cops.

In addition to
transaction costs
three orders of
magnitude cheaper

than book-entry settlement (yes, past the last basis
point: it’s time to pick a new measurement unit), you
will have perfect financial privacy as a happy acci-
dent of the same technology which drastically re-
duces transaction prices.  Just like requiring the
privacy-invading physical force of a nation-state in
our very transaction clearing processes was an un-
happy accident of book-entry settlement.

All of this will happen with more non-repudiation
and more asset safety features, including seemingly
impossible things like limited liability and share-
holder voting.

The reason we have database marketing, book-
entry taxes, (like income, capital gains, value added,
and sales taxes), and book-entry regulations, (like,
well, practically all regulation, these days), is be-
cause the book-entries are there.

We need those book-entries in order to prevent
non-repudiation of transactions.  And, to enforce
rules against a transaction’s proven repudiation, we
need the police.  So, if you don’t need book-entries,
you can’t have that other stuff, including, as Doug
Barnes of C2NET likes to say ‘...and then you go to
jail’ as the error handling step in your transactions
protocol.

(Continued on page 15)

CitX and
InsurNet
partner
CitX Corporation of
Quakertown, PA,
has announced a
strategic partnership
with startup
InsurNet
Technologies, of
Philadelphia, PA.
The companies have
developed an
Insurance Marketing
and Management
program that
enables banks to sell
insurance services
and products, such
as Auto, Home,
Health, Long-Term-
Care, and Property,
to their customers,
via the platform
called Intrapay.

The Geodesic Market
by Robert Hettin ga

Too beautiful not to be real

When I’m working on a problem, I never think about
beauty.  I think only how to solve the problem.  But when I
have finished, if the solution is not beautiful, I know it is
wrong.

R Buckminster Fuller
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Impossible?  If we can do digital bearer transac-
tions, safely and anonymously over the internet for,
say, 1000 times cheaper than book-entry settlement,
what do you think will happen?

Digital bearer settlement
As a brief preview, let’s take a look at the things
you can do with digital bearer settlement.  Not
surprising, it’s everything you can do with book-
entry settlement, and more.

Consumer Debt: Instead of using a credit card,
imagine issuing personal bearer bonds.  Whole
bond issues, actually.  Microintermediated, by, you
guessed it, a syndicate of micro-underwriters, living
in the ubiquitous internet, all of whom, like under-
writers always do, intermediate the market’s loan of
money to you based upon your reputation for repay-
ment.

Digital Cash: Since most people pay off their
credit card purchases within a month after purchase,
you will be relieved to know that instead of having
to hassle with a credit card bill just to cover your
normal monthly purchases, and the lack of privacy
which goes with it, you will be able to use digital
bearer cash, which will be as safe to use as checks
or a credit cards are now, all without interest, or at
least annual fees.

The main reason you’ll use digital bearer cash is,
however, that eventually there’ll be no float on your
checks or even your credit cards.  Notice how debit
cards are cheaper already to use than credit cards,
and that merchants are starting to see the advantages
of getting their money without chargebacks hanging
over their head.

This is so fundamental a process that it should be
a law of finance or something: the closer an elec-
tronic book-entry transaction system gets to instan-
taneous, the more digital bearer settlement becomes
financially necessary.  As a friend at a large IT
consultancy in Cambridge (Massachusetts) likes to
say, ‘Real-time gross settlement is digital bearer
settlement.’

Capital Markets: Instead of purchasing a stock
through a broker with limited, hierarchical, almost
oligopolistic access to the capital markets, you’ll be
able buy your digital bearer bonds or shares in
public, or at least privately, using public networks.
The internet is the equivalent of the old buttonwood
tree on Wall Street, as I once wrote in Wired.  I
show up on the net with cash, you show up with
your bearer shares, we exchange the two, and the
trade is over.  Execution, clearing and settlement,
all in one step.  Anonymously, because it’s cheaper.
That’s the beauty of digital bearer settlement.  You
can do this for any financial instrument, debt, eq-
uity, or derivative.

Internet Resource Allocation: Also, there are the
things you can do with digital bearer settlement that
you just can’t do any other way.  It’s easy to
imagine very small packets of digital bearer cash
‘buying’ a message across the internet, with each
router buying packet switching low, and selling it
high.  Look, Ma, no human hands: No ‘peering’
arrangements, probably no network ‘engineering’
either, in the long run, as the internet becomes, like
any free market, a complex self-adaptive system.  I
joke about ‘picomoney as processor food’.
‘Micromoney mitochondria’.  Auction markets for
bandwidth, certainly.  Maybe for the guts of the

(Continued from page 14) machine itself, memory and processing time.  All
you need is Moore’s Law, fast enough processors,
and, of course, digital bearer financial cryptography
protocols.

Utilities: But, wait, it gets worse.  You can pay for
electricity, in cash, as you use it, down, of course,
the same wire you got the electricity from.  You can
pay for roads as you use them, perhaps every few
hundred yards or at every intersection.  Like you can
on the internet, you can pick the cheapest or fastest
route to your destination.  So much for ‘public’
roads.  Just about everything you think of as a
‘public service’, or a ‘natural monopoly’ may be
reduced some day to a continuous cash-settled elec-
tronic auction between competing parties.  Moore’s
law creates diseconomies of scale and geodesy.  Hi-
erarchy and economies of scale are a function of
expensive (human) information switching.

Geodesic Warfare?: Even force can be auctioned
off and sold, same as it ever was, only this time to
the highest microbidder.  Imagine your land covered
with semiautonomous landmines, keyed to your digi-
tal signature, which only go off when you tell them
to.  No, don’t imagine them taking bribes to change
sides.  It’s real.  Someone at the US Army War
College wrote a paper on just such a scenario four
years ago.  Of course, whether we’ll need state-
funded armies in a world where force has been
disintermediated to such an extent or where taxes
might be ‘optional’ is an entertaining proposition.

Price deflation
So, who knows what the future’s really going to look
like.  I may almost have my videophone now, but I
have yet to see a (useable!) flying car, for instance.
However, there’s one thing we can be certain of.
Information and knowledge will be developed and
sold in much cheaper and smaller bits than we do it
now.  The prices for industrial goods will fall in a
geodesic economy just like agricultural goods and
raw materials did in the industrial economy.

Just how far it goes is limited by Moore’s Law.
Moore’s Law also enables the ubiquitous use of
cryptographic financial protocols, like Chaum’s
original blind signature algorithm for digital bearer
certificates, or the one for Rivest’s MicroMint mi-
cropayment protocol.

This series of articles is about how those markets,
well capital markets, will come to be, how they will
operate, and what actors will probably succeed in
those markets.

Next month I’ll discuss geodesic networks and
why I think they create geodesic social institutions
like geodesic markets, how trade and money, how
human society itself looks when viewed historically
through the lens of their communications architec-
tures.  Then, I’m going to talk in laymen’s terms
about the financial cryptography underpinning digi-
tal bearer transaction settlement, and then survey
some of the different kinds of digital bearer settle-
ment protocols on the market and in the labs at the
moment.

After that, I’m going to apply these different pro-
tocols to different pieces of the capital markets we
now have, and show you what the world looks like in
a geodesic market for capital.

Robert Hettinga is the CEO of the Shipwright De-
velopment Corporation, in Boston MA
Email: rah @shipwright.com

Sumitomo
Bank to use
128-bit
Sumitomo Bank
plans to adopt 128-
bit encryption
security for its
Internet banking
system, which is
scheduled for launch
in June.
The bank plans to
procure an
authentication
system that uses
128-bit encryption
from VeriSign Japan
KK, the Japanese
arm of US firm
VeriSign.
Sumitomo is the first
Japanese financial
institution to
implement 128-bit
encryption.
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Net bankin g
services for
Japan
Bank of Tokyo-
Mitsubishi (BTM) is
to introduce a new
internet banking
service for private
clients in
collaboration with
Microsoft.  A BTM
spokesman said the
bank will use
software based on
the Microsoft
Money personal
financial
management product
to enable clients to
make financial
transactions and
access financial
information through
the internet.
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In this second instalment of the
Geodesic Market, I’m goin g to show
how to underwrite di gital bearer se-
curities, usin g cash as an exam ple.

The business model I’m using should be familiar to
anyone who’s been in the securities business for
more than 20 years, and especially to anyone who’s
studied financial history.  There’s no surprise in
that.  We have 5,000 years of experience with
bearer transactions.  There’s nothing new, except
the cryptographic protocol, to worry about, and
we’re not going to talk about cryptography here in
any detail.

Another nice thing about this model as applied to
cash is that it will be possible for people to convert
their money to digital cash in and out of their own
bank accounts, just like they can for paper cash.
The underwriter, as I call the issuer of digital cash,
becomes the internet equivalent of a third-party
ATM machine, something everyone’s familiar with.

Because of this modular plug-and-play approach,
it’s pretty simple to obey all the rules we currently
have about handling cash, while dramatically reduc-
ing the cost of cash transactions in the process.

So, let’s get started with a look at the players in
this market.

Consumers and merchants
A consumer is someone who buys a piece of digital
cash from a financial intermediary, an underwriter,
in exchange for some other kind of money, a change
in a bank account balance in this case, in order to
effect a transaction on the net.

A merchant is someone who accepts a digital
bearer certificate in payment for something else.

Of course, I hate the use of the words consumer
and merchant because they don’t describe geodesic
peer-to-peer transactions very well, but the banking
world understands them perfectly, like they do un-
derwriter or trustee or custodian, so I use them here.

Underwriter
The underwriter issues digital bearer certificates,
and is fiduciarily responsible for exchanging them
into other forms of money, again a bank account
balance change, held by a custodian in a reserve
account.  Someday, of course, the reserve assets
collateralising an issue of digital cash could be
some other digital bearer asset.

The second most important thing an underwriter
does is to verify, at every transaction, that a given
digital bearer cash certificate hasn’t been double
spent, copied by someone and spent twice.  After
that, the underwriter issues a brand new signature-
blinded certificate to the person accepting the cash
in payment.  If the exchange fails at any point, so
does the transaction, and the person offering the
cash is prevented from double spending it, thus
preventing repudiation of the transaction at execu-
tion time.  Cheques, credit cards, or any book-entry
transaction can’t offer that security.  Even with
on-line validation for fraud, the merchant is still at
risk of stopped checks or chargebacks.

Finally, the most important thing an underwriter

does is to market its certificates to the world.
Which, if you look at an underwriter in the capital
markets, is exactly what they do for both primary
and secondary transactions, and that’s why I use the
label here.

The original DigiCash ecash mint at Mark Twain
Bank was a used 486 machine, just to give you an
example of the hardware cost of being an under-
writer.  Eventually underwriting may be automated
to the point of processor husbandry in the same way
that one tends a web or router farm today, but it
should always be done by a separate financial entity
other than the trustee.

Trustee/custodian
A trustee, or custodian, holds the money reserving
an issue of digital cash, on behalf of the cash
certificate holders, in a bank account, though some-
day the reserve assets could be held in bearer form
under the trustee’s control.  Like bond trustees or
mutual fund custodians, the trustee operates accord-
ing to an agreement, like a bond debenture, between
the underwriter and the certificate holders.  This
agreement could specify fees and, most important in
the early adoption process, reserve ratios.

So, while the underwriter is the direct financial
intermediary, and keeps the interest which accrues
on the reserve account, the trustee risks their reputa-
tion by holding the reserves, is compensated for it,
and controls that risk by making sure that the re-
serve agreement is adhered to.

Put simply, there is no way to to get exchange-
ability of digital bearer securities into book-entry
assets without a genuine, fully regulated trustee/
custodial bank, which, in my opinion, is why we
don’t have internet digital bearer settlement today.

The holders of the blind signature patent, and
other protocol inventors, have a hard time under-
standing this.  DigiCash, as the canonical example,
will only license their patent to a single bank in a
single country, and not to any one else, forcing the
trustee and underwriter to be the same entity, creat-
ing a very brittle and not very robust network of
financial entities.  The result has been market fail-
ure, for the most part.  Having a competitive, many-
to-many, underwriter/trustee market system fixes
that problem completely, as we’ll see in a bit.

Inventors and develo pers
For all intents and purposes, the consumer, mer-
chant, underwriter and trustee are really all the
financial entities necessary in a market for a digital
bearer instrument.

There are other entities required to make this
work, of course. There are developers of the soft-
ware for that market and, most important, the inven-
tors of the financial cryptography protocols, like
David Chaum, Mark Manasse, Stephan Brands,
Ron Rivest or Ian Goldberg.

Developers can either sell their software directly
to customers or merchants, or they can sell servers
to the underwriters and the underwriters can give
away clients to their users.

Inventors can license their protocol to the market
as a whole through the trustee. This way, trustees
can take royalties out of a percentage of the under-
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